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Abstract

For information access systems, it is not enough for outputs or
answers to be relevant or correct; they must also be permitted.
This paper highlights a research gap: non-disclosure obligations
often concern propositions that must not be stated, while deployed
Retrieval-Augmented Generation (RAG) systems enforce restric-
tions through record-level handling such as document removal or
access-control lists. Such systems can appear compliant while still
disclosing revoked facts in generated answers. Most RAG evalua-
tions fail to assess this important aspect of compliance.

We explore the nature of this gap and introduce Forgetting-by-
Design (FBD), a mechanism-agnostic audit that runs probes across
paired system states before and after revocation. FBD separates com-
pliance into two observable channels—retrieval/citation exposure

and answer-level disclosure or abstention—and reports the cost of
compliance using matched lawful controls and substitution-aware
utility signals. We instantiate FBD in a reproducible RAG setting
and show how the resulting report card reveals failures that single
metrics miss: retrieval exposure can be suppressed while answer-
level leakage persists, and interventions that reduce disclosure can
still degrade lawful utility or collapse citation coverage.

CCS Concepts

• Information systems → Information retrieval; • Security
and privacy→ Human and societal aspects of security and

privacy.
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1 Introduction

Forgetting is an important part of information access systems, in-
cluding privacy revocation (e.g., certain personal information must
not appear in answers), enterprise confidentiality (e.g., internal
corporate documents must not be surfaced), regulated attributes
(e.g., health status or criminal history must not be disclosed), and
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security-driven exfiltration risks (e.g., preventing leakage of secrets).
The increasing use of RAG makes forgetting a sharper research
challenge. Historically, deleting records was often sufficient, but
LLM parametric memory and agentic systems’ ability to synthesise
across multiple sources complicate the challenge. The vulnerability
of LLMs to attacks can cause systems to reveal protected content or
justify answers with plausible citations [57, 66, 70]. However, most
IR/RAG evaluations still ignore this vulnerability in information
access.

In deployed systems, the information to be used and revealed
is a moving target. When records or specific statements within
a record are withdrawn or restricted, requirements shift: can the

system provide auditable evidence that it has not disclosed informa-

tion it is no longer allowed to reveal, while still maintaining utility

on lawful queries? We reframe the primary evaluation question:
instead of testing correctness under a fixed corpus, we must test
non-disclosure under dynamic policy constraints. For example, a
single document may contain many facts: a policy may forbid dis-
closing one statement about an individual while the rest of the
document remains usable. Record-level enforcement (i.e., URLs/-
docids are not allowed to retrieve/cite) is a blunt instrument, but
answer-level compliance depends on whether the model outputs
that specific fact. Because revocation happens at the level of records
(e.g., docids, URLs) while violations surface as facts in answers,
systems must be evaluated against this record–fact mismatch. In
RAG, the mismatch is structural: the retriever operates over records,
while the generator produces propositions in natural language, so
one component can compensate for the other’s omissions.

Recent evidence illustrates why this matters. In a large-scale
benchmark released in February 2026, Omar et al. [69] evaluated
20 LLMs using more than 3.4 million prompts spanning hospital
discharge notes and social media dialogues. The authors found
that vulnerability is highly context-dependent: clinical-note–style
prompts were the easiest to fool. They concluded: “These results
emphasise the need for model evaluation frameworks that go beyond

accuracy testing to include reasoning style and linguistic framing.”
These results underscore why we need audits that go beyond tradi-
tional evaluation.

A familiar example of these policy-driven non-disclosure obliga-
tions is the Right to be Forgotten (RTBF)1. We study policy-based
sensitive information non-disclosure in RAG: policies may arise
from RTBF requests, confidentiality rules, ACL (Access Control
List) changes, sealed records, IP/licensing constraints, or internal
governance. We use RTBF as a clean motivating example because it
highlights the record-scoped enforcement vs. fact-scoped violation
gap, but FBD is not RTBF-specific. RTBF itself is information- or
1RTBF refers to legal/policy requirements to remove or restrict access to personal
information so it is no longer retrieved or disclosed in downstream outputs [20].
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fact-scoped: a request targets personal information about an individ-
ual, and any URLs or documents listed in the request act as pointers
to where that information appears. In practice, many IR/RAG de-
ployments enforce these restrictions primarily at the level of record-
s/URLs, because this is operationally tractable and externally observ-
able. A compliant system must satisfy two linked conditions: (i) no
exposure of restricted records in served retrieval results or citations,
and (ii) no disclosure of forbidden information in answers. Forbid-
den facts must not be disclosed regardless of supporting evidence.
For lawful questions, when permitted evidence is insufficient, the sys-
tem should abstain (e.g., return INSUFFICIENT_EVIDENCE). At the
same time, lawful queries unrelated to the restriction should remain
answerable with minimal degradation—avoiding over-forgetting,
where caution about restricted content spills over into refusals on
lawful queries that merely overlap in topic—this dual requirement
is what we call selective forgetting.2

Perspective claim. In a deployed RAG, deleting or filtering records
does not by itself guarantee forgetting. A system may stop expos-
ing revoked documents in retrieval traces or citations, yet still
restate the forbidden fact in its answer. This is the core problem
we address. We argue that selective forgetting should therefore be
evaluated as an auditing problem: an audit must check whether re-
voked records remain visible in retrieval/citation artefacts, whether
revoked facts still appear in answers, and whether lawful queries
remain answerable with minimal utility loss. Recent agenda-setting
work, including the SWIRL report [92], briefly highlights forgetting
and erasure-style obligations as important challenges for genera-
tive information access. This paper develops that challenge into a
concrete audit framework for deployed RAG systems, specifying
observable failure channels, paired states, lawful controls, report-
ing denominators, and a reproducible reference instantiation for
selective forgetting.

Roadmap. The rest of the paper is organised as follows. Sec-
tion 2 motivates selective forgetting as a deployment requirement
under dynamic policy constraints. Section 3 explains how revoca-
tion manifests in RAG systems, clarifying what is revoked, where
restricted information can persist, and how leakage can occur
through the record–fact mismatch. Section 4 positions our con-
tribution relative to LLM auditing, RAG evaluation, unlearning,
privacy-preserving RAG, safety, and governance work, showing
why existing approaches do not provide a deployed compliance
audit for dynamic non-disclosure. Section 5 introduces Forgetting-
by-Design (FBD), including the paired audit states, black-box observ-
ables, probe families, and reporting metrics. Section 6 presents a
compact reproducible reference instantiation of the audit. Section 7
translates the audit into deployable adoption gates, and Section 8
concludes with the broader implications for compliance-aware gen-
erative IR evaluation.
2The term “selective forgetting” has distinct meanings in publications: in deep learning,
it is formalised as parameter scrubbing [36], while unlearning work adopts a counter-
factual criterion (as if trained without the target subset) [24]. Recent LLM work uses
selective to emphasise fine-grained targeted forgetting [89, 96]. We adapt the term to
RAG compliance, where revocation is record-scoped but violations are fact-scoped,
requiring joint auditing of retrieval, citations, and generation.

2 Why it matters now

Selective forgetting is driven by why and how the boundary of
permitted use changes, rather than by a single revocation event. In
deployment, these boundaries shift for different reasons, each ex-
posing distinct RAG failure modes. We derive four recurring pillars
by synthesising obligations and failure modes across privacy and
erasure law, organisational access governance, information quality
and licensing constraints, and security and safety guidance. The aim
of this section is not to catalogue incidents, but to clarify what each
pillar implies for evaluation: what must be audited to make non-
disclosure externally verifiable over time. Accordingly, we organise
the main drivers of selective forgetting into four pillars—privacy
life-cycle rights, organisational governance, information validity
and legal compliance, and security/safety criticality.

Pillar 1: Individual privacy & life-cycle rights (regulatory

forgetting). Modern privacy regimes impose life-cycle obligations:
information permitted today may become prohibited tomorrow
through erasure requests (e.g., RTBF), consent withdrawal, or sealed
records. The GDPR’s right to erasure formalises this obligation,
while machine-unlearning work shows that removing data from
storage does not erase its downstream influence on learned sys-
tems [12, 26]. In RAG systems, this gap is amplified. RAG intro-
duces distinct privacy leakage channels beyond parametric memo-
risation—through retrieval databases, embeddings, and retrieved
context—while also changing when memorised facts surface [106].
As a result, deleting a document does not guarantee non-disclosure:
residual embeddings, caches, or model memory may still reproduce
the underlying fact. Formal privacy mechanisms such as differential
privacy offer strong guarantees but address a different problem [45].
Our focus is therefore on auditing whether a deployed RAG system
respects policy changes in practice. Recent incidents highlight the
risk: OpenAI’s file_search was reported to return snippets from
a deleted file, suggesting incomplete propagation of deletion across
derived artefacts [101].

Pillar 2: Corporate & institutional governance (access con-

trol and contractual confidentiality). Enterprise RAG deploy-
ments operate under access-control, security, retention, and ac-
countability requirements, where permission depends on role, con-
tract, jurisdiction, purpose, and time [1, 28]. Such policies are often
attribute- and context-dependent: access-control frameworks like
ABAC condition permissions on evolving subject, object, action,
and environmental attributes [46]. Consequently, what may be re-
trieved or disclosed shifts continually as roles change, contracts
expire, legal holds apply, or licensing constraints tighten. RAG as-
sistants, however, collapse these evolving controls into a single
conversational interface where enforcement can fail silently. Even
when access rules are updated correctly, their effect may not survive
chunking, embeddings, caching, or answer-time synthesis. Applied
work on access-controlled RAG confirms both the necessity and
fragility of such enforcement: Chen et al. [16] show that retrieval
and generation must jointly respect per-user and per-record con-
straints. This motivates auditing end-to-end disclosure, not retrieval
alone, when organisational permissions change.

Pillar 3: Information validity & legal compliance (retrac-

tions and proscribed sources).Not all compliance failures involve
secrets or personal data. Many occur when information becomes no
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longer permitted to use or cite because it is retracted, incorrect, unli-
censed, superseded, or policy-proscribed. Prior work on grounded
generation and RAG attribution examines whether generated state-
ments are supported by identifiable sources [76]. While this pro-
vides principled tools for assessing attribution, it typically treats
support as sufficient, without considering whether the supporting
evidence is still admissible. RAG systems optimise for semantic
relevance, not for retraction status, licensing terms, or usage rights.
As a result, systems may restate—or legitimise via misleading attri-
bution—claims from sources that should no longer be used. Recent
analysis shows that citations can appear correct while remaining
unfaithful to the actual generation process [95]. The audit implica-
tion is that attribution must be evaluated against admissible support,
not merely against retrieved or cited evidence.

Pillar 4: Security & safety criticality (incident-driven revo-

cation). In security- and safety-critical deployments, information
acceptable at one moment may become hazardous the next: exploit
paths, leaked credentials, newly discovered secrets, or unsafe pro-
cedures may require immediate restriction. Contemporary security
guidance treats such incident-driven revocation as a first-class de-
ployment concern. The OWASP Top 10 for LLM Applications iden-
tifies prompt injection, data poisoning, insecure output handling,
and tool- or supply-chain abuse as systemic lifecycle risks [70].
For RAG systems, external content can become an active control
channel via prompt injection or tool-mediated retrieval, making
revocation a safety requirement as well as a privacy or governance
concern. Governance frameworks such as NIST’s Generative AI
Risk Management Profile emphasise continuous monitoring and
rapid restriction as risks emerge [2]. Audits must therefore catch
both retrieval-level exposure and generator-side failures under re-
alistic prompts. Recent incidents illustrate the stakes: a “poisoned”
document reportedly enabled zero-click data exfiltration in OpenAI
Connectors [14]. In such settings, failures are not merely incor-
rect—they can be exploitable or catastrophic.

Across all four pillars, a clear pattern emerges: failures are recent,
real, and serious. Mechanisms alone rarely provide auditable as-
surance under dynamic policy constraints. Leakage can arise even
from benign-looking queries, as red-team studies show retrievers
surfacing embedded sensitive artefacts such as credentials or PII [9].
Industry frameworks (e.g., ISO/IEC 27001, GDPR erasure, OWASP
LLM Top 10, NIST AI RMF) acknowledge these risks but do not
specify how to evaluate RAG systems for record-level revocation or
fact-level non-disclosure. Academic benchmarks likewise assume
static corpora (e.g., KILT [72], RAGBench [29]), misaligning eval-
uation with deployment realities. The conclusion is unavoidable:
selective forgetting is not an engineering mechanism—it is an auditing

requirement.

3 Revocation in RAG: What, Where, and How

Revocation in RAG is a family of related problems: what must be

forgotten, where it resides (retriever, index, cache, model), and how

it can leak vary from one deployment to the next.

3.1 Revocation requests in RAG

Revocation requests vary across settings, but an audit must make
one operational step explicit: resolution. A request (delist, delete,

restrict, suppress an attribute) must be deterministically mapped
to concrete identifiers that the deployed system can be observed
to enforce (URLs/pages/docids), including aliases, redirects, and
duplicates. This matters because, without stable identifiers and a
consistent alias/redirect policy, retrieval-trace logging and expo-
sure metrics are ill-defined. We therefore treat request resolution
as a first-class audit artefact: audits should log the full resolution
step and preserve externally served evidence (retrieval traces, out-
puts, abstention flags, and parsed citations) so compliance can be
demonstrated over time. In deployed systems, enforcement is often
implemented at the record layer even when the underlying obliga-
tion is fact-scoped. Different remediation paths, including retrieval
filtering, access-layer controls, provenance constraints, or model-
side updates, can all satisfy (or fail) the same obligation and incur
different collateral utility costs. This motivates an intervention-
agnostic audit that measures both non-disclosure and utility impact
on matched lawful queries.

Consider a single record DocID 123 that contains both benign/-
work facts (“Alice works at Acme Corp”; “Bob is Alice’s colleague”)
and a sensitive proposition (“Alice has Condition X”). A policy up-
date prohibits disclosing the sensitive proposition (Condition X),
while in practice enforcement and auditing are operationalised via
record handles and logs. Figure 1 contrasts two outcomes under
the same two probes. For a direct sensitive probe (“What is Alice’s

medical condition?”), the compliance-audited clean behaviour is to
abstain (e.g., INSUFFICIENT_EVIDENCE) once the proposition is not
allowed to be disclosed, even if the system can still retrieve some
related record text. The leakage behaviour is to disclose the revoked
fact while justifying it with a citation (“According to DocID 123...”),
which creates a false sense of legitimacy (i.e., a prohibited fact is
wrapped in the appearance of evidential legitimacy).

The figure also shows why selective forgetting is not just about
blocking a question: a nearby lawful query (“Who is Bob?”), whose
answer depends only on the allowed workplace facts, should remain
answerable. In the clean case, the system returns “Bob is Alice’s
colleague at AcmeCorp” andmay cite DocID 123without disclosing
Condition X. In the leakage case, the system answers the lawful
query but smuggles the revoked fact into the response (“She also has
Condition X”)—a classic misleading attribution where a permitted

citation is used as cover for a prohibited disclosure. This illustrates
the record–fact mismatch at the heart of our audit: retrieval/citation
can look superficially compliant while answer-level behaviour still
violates non-disclosure.

3.2 Archetypes and requirements

A simple typology helps clarify how policy constraints play out
in deployed RAG systems. Different architectures expose different
leakage pathways, so “clean retrieval” does not necessarily imply
end-to-end non-disclosure. Table 1 shows common deployment pat-
terns and motivates a central principle of FBD: auditing selective

forgetting must be architecture-aware. Otherwise, evaluations
can miss where violations actually arise.

Archetype A: Enterprise RAG (private corpus + public LLM). In
enterprise deployments, the generator is typically not fine-tuned
on the private corpus. As a result, parametric memorisation of pri-

vate facts may be limited, and the dominant compliance risk lies in
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Figure 1: Selective forgetting in RAG under dynamic policy

constraints. Left: compliant behaviour. Right: leakage via

misleading attribution.

access-control consistency: whether revoked or restricted documents
are nevertheless exposed via retrieval traces, citations, or prompt-
injection and tool-abuse paths. Audits in this setting must therefore
emphasise retrieval- and citation-level exposuremetrics, along
with consistency between declared access-control policies and ob-
servable system behaviour, with answer-level disclosure checks as

a backstop even when citations are absent. Measuring answer re-
fusal alone is insufficient, as disclosure may occur without explicit
citation or under indirect prompting.

Archetype B: Web-scale RAG (public corpus + public LLM). In
web-scale deployments, revocation is commonly implemented as
delisting of URLs or name-linked results, but the generator has
typically been pretrained on the same public content. Here, delet-
ing or filtering documents at retrieval time does not guarantee
compliance: the model may restate the revoked fact from paramet-
ric memory or reconstruct it using permitted but non-entailing
evidence. This setting, therefore, requires explicit auditing of mis-

leading attribution and answer-level disclosure under clean

retrieval. Retrieval-only metrics can falsely certify compliance if
answer generation is not independently checked.

Archetype C: Custom or fine-tuned LLM with private RAG. When
the generator itself has been adapted or fine-tuned on private or
regulated data, revoked content may persist in both the retrieval
index and the model parameters. In this case, selective forgetting
becomes a joint problem of non-parametric (index-level) and para-

metric memory (model weights). Audits must therefore separate
failures attributable to retrieval exposure from those attributable to
model memory, and explicitly compare post-deletion against resid-
ual answer-level disclosure. This archetype, therefore, motivates
end-to-end checks and metrics that can separate parametric

from non-parametric leakage.

Archetype D: Agentic / tool-rich RAG (connectors, actions, and

cross-tool state). In agentic deployments, the assistant can invoke
connectors and tools (e.g., drive/email/CRM/wiki/web) and may
execute multi-step plans. This expands the leakage surface be-
yond “retrieval results” to tool inputs/outputs, action traces, and

cross-tool state, and enables indirect prompt injection where a poi-
soned document or message influences tool use and triggers ex-
filtration. In this setting, audits must treat tool/action traces as

first-class compliance artefacts: what resources were accessed,
under which authorisation context, what snippets were returned,
and what was ultimately disclosed. Metrics should therefore include
(i) tool-level exposure and policy-consistency (authorisation/scop-
ing), (ii) injection-resilience probes (including poisoned-content
and wrapper attacks), and (iii) answer-level disclosure/abstention
checks as the final safety backstop.
Archetype transfer. In this Perspective, we primarily use
Archetype B as the running example because it makes the dual-
source issue (retrieval versus generator memory) and misleading
attribution maximally salient, while the other archetypes moti-
vate different audit emphases and are natural targets for follow-up
work. Although our quantitative reference instantiation uses a pub-
lic Archetype-B stack for reproducibility, the audit objects transfer
across archetypes while the dominant risk surface changes: in enter-
prise RAG (A), the emphasis is policy-consistent retrieval/citation
exposure; in adapted models (C), the added risk is parametric persis-
tence that can survive index-level deletion; in tool-rich systems (D),
the audit must additionally observe tool/action traces and injection-
driven exfiltration pathways. Across all four, the implication is the
same: compliance cannot be certified by a single metric or layer,
and audits must make the dominant leakage surface explicit.

3.3 Operational scale, diversity, and tail-risk

In practice, policy-change requests that restrict what content may
be used or disclosed are high-volume and heterogeneous: they may
target different granularities (URLs, records, or attributes), arrive
after deployment, and evolve over time as new evidence is added or
removed [8, 37]. The evaluation implication is twofold. First, a revo-
cation event should not be treated as a single canonical prompt or
query template: audits must explicitly specify the unit of restriction
and which compliance signals are observable in the deployment
(retrieval exposure, answer disclosure/abstention, citation attribu-
tion), since leakage channels and utility costs vary across RAG
stacks. Second, selective forgetting violations are often tail events:
even a residual leakage rate of ≈0.5–1% can be catastrophic at de-
ployment scale yet easy to miss in small evaluations. Accordingly,
observing “zero leaks” on a small prompt list does not certify com-
pliance; audits should use sufficiently large, released query sets and
report uncertainty (e.g., binomial confidence intervals) for leakage
rates. Restrictions can also reduce citation availability, shrinking
the scorable denominator for attribution checks; therefore every
headline metric must state its denominator (𝑁total, 𝑁¬abst, 𝑁cite) so
improvements are not artefacts of abstention or collapsing citation
coverage. Finally, paired Keep-side controls must be large enough to
measure collateral utility drift reliably rather than sampling noise.
Audit requirements in plain language. The discussion above
yields three requirements for auditing selective forgetting in RAG.
Resolution. Each revocation request must be translated into sta-
ble, externally observable identifiers (for example, canonical do-
cids/URLs and their aliases). Observability. Compliance must be
demonstrable through artefacts the deployment actually serves,
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Table 1: Common RAG deployment archetypes under

record-level revocation and their audit implications.

Archetype Knowledge

Sources

Typical

Revocation

Scope

Audit Emphasis

A.
Enterprise
RAG

Private/internal
documents retrieved
into an off-the-shelf
LLM

Specific internal
records (docs,
tickets, PDFs),
access-
control/retention
policies

Retrieval/citation
exposure and
policy-based access
control; disclosure
when citations are
absent

B.
Web-scale
RAG

Public retrieval (we-
b/Wikipedia/news) +
generator pretrained
on public data

Delisting/removal
of public
pages/URLs;
name-linked
results

Dual-source

forgetting: retrieval
revocation is
insufficient if the
LLM memorised the
fact

C. Custom
LLM +
private
RAG

Fine-tuned/adapted
generator + private
retrieval layer

Revoked
content may
exist in both the
index and the
adapted model

Joint audit of POST
deletion versus
model memory;
stronger need for
answer-level
disclosure checks

D. Agentic /
tool-rich
RAG

Tool-mediated
access to multiple
sources (drive/e-
mail/CRM/web) with
multi-step actions

Resource- and
action-scoped
restrictions;
authorisation/s-
cope changes;
poisoned-
content
injection risk

Tool/action-trace
exposure as
first-class artefacts;
authorisation/scop-
ing consistency;
injection-resilience;
answer-level
non-disclosure as
final backstop

including retrieval traces, citations, answers, and abstentions. Se-
lectivity. The audit must verify both sides of the requirement: pro-
hibited content should no longer be exposed or disclosed, while
lawful, unrelated content should remain answerable with minimal
collateral utility loss. Sections 4 and 5 position prior work and then
instantiate these requirements in FBD.

4 Background and Positioning

We position FBD within LLM auditing, RAG evaluation, unlearning,
and safety to clarify the gap.

4.1 General LLM auditing vs. FBD for RAG

A growing body of work discusses that LLM auditing must move
beyond static leaderboards and become a genuine deployment prac-

tice. Mökander et al. [64] introduce a three-layer view—governance,
model, and application audits—emphasising that real assurance
requires integrating these layers rather than evaluating models
in isolation. Liu et al. [58] argue that meaningful auditing must
be grounded in context, task, and deployment rather than lab-only
probes. A parallel line of work observes that deployed LLM systems
are not just models but end-to-end pipelines, combining prompts,

memory, retrieval, tools, and guardrails and that failures often
emerge from their interaction rather than from the model alone
[67]. This has motivated several specialised audit families:
• Discovery-oriented audits identify failures via systematic prob-
ing (CALM [110], rare-failure analysis [51], AdaTest++ [77]).

• Consistency and robustness audits, which test for drift and
instability (AuditLLM/LLMAuditor [3, 4], CreditAudit [87]).

• Agent-centric audits, which evaluate tool use, observability,
and policy conformance (verifiability-first agents [41], AgentAu-
ditor [59], AudAgent [111], Audit-LLM [86]).

• Objective- or reasoning-level audits, including causal or
reward-alignment diagnostics [11, 53].

• Privacy-capability audits, which analyse membership infer-
ence, contextual leakage, and attribute inference in deployed or
DP-adapted models [22, 56, 63].
These lines of work demonstrate that LLM auditing is diverse and

increasingly necessary. Yet they share a critical limitation: none
evaluate compliance after policy or access changes.

4.2 Comparing FBD to Prior Work

Selective forgetting audits sit at the intersection of RAG, security,
privacy, and post-deployment change. Existing literature, however,
typically focuses on different behavioural axes. RAG research em-
phasises retrieval quality, grounding, attribution, hallucination, and
factuality [32, 47, 76, 94, 105], including long-context, multi-hop, hy-
brid, and graph-augmented conditions [13, 23, 25, 27, 42, 74, 80, 90].
Deployment-focused work examines prompt injection, configura-
tion errors, and corpus hazards [68, 84, 102]. These evaluations
assume a fixed permitted corpus, ignoring what happens when some
information is prohibited.

Unlearning techniques aim to remove the influence of specific
training data [12, 33, 35, 36, 50, 75, 81, 85, 97, 107], while continual-
learning research addresses drift and non-stationarity [30, 71].Work
on deletion challenges in distributed systems [73] motivates pro-
portional interventions such as selective unlearning, provenance
tracking, and access-layer controls [5, 15, 43]. However, these meth-
ods modify models or pipelines; they do not provide a deployment-
level audit verifying whether revoked records or facts have stopped
appearing in answers.

Forgetting and filtering interventions often introduce collateral
utility loss [19, 48, 60, 83, 96, 109]. Deployment-oriented “forgetting
stacks” emphasise provenance-aware, multi-layered solutions [7,
10, 65, 91, 98], but they do not define standardised audit reports
measuring disclosure, abstention, and lawful-utility drift.

Safety evaluations focus on broad harm taxonomies, adversar-
ial prompting, and jailbreak resilience [6, 31, 34, 88, 93, 99, 100].
Jailbreak and poisoning attacks remain transferable across mod-
els [112]. Governance and accountability work examines institu-
tional obligations and societal-scale expectations [21, 38, 39, 52, 62,
103, 108]. These threads analyse risk, not post-revocation compliance.
Privacy-preserving RAG and differential privacy. An adjacent
line of work studies privacy-preserving RAG mechanisms, espe-
cially through differential privacy (DP), rather than auditing post-
hoc compliance outcomes. Recent papers explore several distinct
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integration points for DP in RAG. Some focus on output-side pri-

vacy, designing generation procedures that spend privacy budget
selectively when sensitive corpus information is needed in the an-
swer [40, 54]. Others adopt local or entity-level privacy mechanisms,
perturbing sensitive entities in retrieved text rather than the en-
tire document [44]. A further direction of studies query privacy in
cloud RAG, protecting the user query and retrieval process through
distance-based privacy mechanisms [17]. These works are highly
relevant, but they address a different question from ours: they aim
to reduce leakage by design, whereas FBD asks how to audit whether
a deployed RAG system still exposes revoked records or forbidden
facts under dynamic policy changes. In this sense, DP-based RAG
methods and FBD are complementary: the former are candidate
mitigations, while the latter provides a mechanism-agnostic way to
evaluate whether such mitigations actually satisfy non-disclosure
requirements in practice.
The remaining gap (and what FBD contributes). Across these
threads, “auditing” serves multiple purposes: discovering fail-
ures [51, 77, 110], testing robustness under protocol or context
drift [3, 4, 87], monitoring agent observability and policy confor-
mance [41, 59, 111], or measuring privacy inference risk [22, 56, 63].
The latest SWIRL report highlighted that generative information
access may require architectures redesigned from the ground up,
explicitly identifying privacy, forgetting, and rights such as GDPR-
style erasure as important open challenges [92]. What remains
under-specified for IR/RAG, however, is a standard, repeatable com-

pliance audit for dynamic policy constraints: after a revocation (era-
sure, consent/ACL/license change), can we show—under probes
and paired system states—that (i) revoked records stop appearing in
retrieval traces or citations, and (ii) revoked facts stop appearing in
generated answers (with policy-appropriate abstention), while law-
ful, unrelated queries remain answerable with minimal collateral
utility loss? FBD addresses this gap by operationalising selective for-
getting as a mechanism-agnostic, black-box compliance audit over
paired system states, separating retrieval/citation exposure from
answer-level disclosure and abstention, while explicitly measuring
utility loss on matched lawful controls.

5 FBD as a Compliance Audit

FBD is a two-level, black-box audit protocol for evaluating whether a
deployed RAG system has truly stopped using information that has
become non-permitted under current policy (e.g., after revocation,
consent withdrawal, ACL/retention updates, or licensing changes).
By “black-box,” we mean that the audit observes only what the

system serves externally: the ranked retrieval results (identifiers
and snippets), any citations included in the answer, and the final
generated text. No internal logs, hidden prompts, model weights, or
training data are required. The protocol is method-agnostic: it does
not assume a particular deletion, filtering, or unlearningmechanism.
Instead, it standardises what to run, what to record, and what to

report so that compliance becomes measurable, reproducible, and
comparable across systems.
At a glance. FBD is built around four aspects: (i) ForgetSet/-
KeepSet probes and revoked targets, (ii) paired operational states
(PRE/POST/FILT), (iii) two observable channels—retrieval/citation
exposure and answer-level disclosure/abstention—and (iv) a report

Table 2: Audit query families and primary observable signals

(metrics defined in subsection 5.3).

Family Example intent Primary signals

Direct fact
probe

“Was 𝑋 born 𝑌 ?” Leak@ans,
abstention

Paraphrase /
indirect

“What is 𝑋 ’s real name?” Leak@ans
(robustness)

Evidence-
seeking

“Provide sources that 𝑋 did 𝑌 .” Leak@ret,
ALRcite, CSR

Adversarial /
red-team

Instruction stacking / persistence Leak@ans under
pressure

card over leakage, utility, abstention, and attribution. The audit
fixes the revoked targets and query sets, runs the same qids across
PRE, POST, and FILT under identical prompts, decoding, and scor-
ing, logs the served evidence, final answer, citations, and abstention
flag, and reports retrieval exposure, answer leakage, attribution/-
support diagnostics, abstention, and KeepClean utility with explicit
denominators.

At the heart of FBD is a simple question: after a policy or access

change, does the system still reveal what it is no longer allowed to use

or disclose? To answer this reliably, the audit fixes both the queries
and the admissibility boundary (the set of records and propositions
that have become non-permitted), and contrasts behaviour across
three operational states: PRE (baseline system before revocation),
POST (system after hard deletion and re-indexing), and FILT (system
with retrieval-time filtering applied to the baseline). Across these
states, the auditor evaluates two channels: retrieval-level checks
whether any revoked records reappear in retrieved results or cita-
tions; answer-level checks whether the answer still discloses the
forbidden fact. When citations are present, a separate attribution
diagnostic reports whether the justification is faithful or mislead-
ing, without changing the compliance verdict. Together, they reveal
when retrieval is clean, but the model still leaks information (e.g.,
via reconstruction, parametric memory, or misleading attribution).
We elicit these behaviours using four probe families—direct, para-
phrase, evidence-seeking, and adversarial—summarised in Table 2.
Primarymetrics include exposure (Leak@ret), disclosure (Leak@ans),
abstention rate, and citation-based misleading-attribution diagnos-
tics (ALRcite, CSR), metrics defined in subsection 5.3.

5.1 Audit setting and black-box observables

FBD is a black-box audit: it observes only what the deployment ex-
poses externally (retrieval outputs, citations, and the final answer)
and is agnostic to the enforcement mechanism (deletion, filtering,
ACLs, unlearning). This choice is deliberate: FBD is designed for
deployment-facing compliance verification and comparison across
heterogeneous systems, not for full internal diagnosis. The trade-off
is that black-box auditing offers less root-cause detail than white-
box analyses over prompts, traces, components, or model internals.
We therefore view FBD as a first-line compliance audit: it localises
failures at the level of observable channels—retrieval exposure, an-
swer disclosure, abstention, attribution/support, and lawful-utility
drift—and can be paired with white-box debugging or mechanistic
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analyses when deeper remediation guidance is needed. Accordingly,
FBD should be understood as a deployment-facing compliance layer
for verification and comparison, not as a substitute for mechanistic
diagnosis or remediation design.

Revoked targets and canonical handles. Policy updates are of-
ten applied to records (pages/documents/URLs). We represent each
record with a canonical external handle docid (e.g., URL or content-
hash), and define revoked and keep sets 𝑇 docid

𝐹
and 𝑇 docid

𝐾
. To sup-

port statement-scope policies, optionally the auditor may define
claim handles (docid, sid) ∈ 𝑇 claim

𝐹
, where sid is an auditor-

defined stable span/claim ID (e.g., from an annotation layer) inside
an otherwise permitted record; we do not assume deployments
expose native span identifiers. Citations and state-specific IDs are
mapped back to canonical handles via a fixed resolver 𝑝 (·).

Probes (ForgetSet and KeepSet) and paired states. FBD uses two
query sets: Q𝐹 (ForgetSet probes targeting revoked content) and
Q𝐾 (KeepSet lawful controls to measure collateral utility loss). Each
query has a stable qid and identical text across three operational
states: PRE (baseline), POST (after the policy update mechanism),
and FILT (baseline with retrieval-time suppression of𝑇 docid

𝐹
). Fixing

qid/text prevents prompt drift, so differences reflect the policy
update, not the prompts.

What we log. For each query 𝑞, we log the served top-𝑘 evi-
dence 𝑅𝑘 (𝑞) (the items actually passed to generation, with canon-
ical docids). When the deployment exposes a larger candidate
list, we optionally also log 𝑅̃𝑀 (𝑞) for diagnostics; otherwise set
𝑀=𝑘 . In FILT, the admissibility boundary filter suppresses hits
with docid∈ 𝑇 docid

𝐹
; when deterministic rank-filling is supported,

the served list is filled up to 𝑘 with the next permitted candidates,
otherwise fewer than 𝑘 may be served, and we record the short-
fall. With generation enabled, we log the final answer 𝐴𝑘 (𝑞) and
machine-parsable citations 𝐶𝑘 (𝑞) (mapped to canonical docids).
The black-box record is:

O𝑘 (𝑞) = (𝑅̃𝑀 (𝑞), 𝑅𝑘 (𝑞), 𝐴𝑘 (𝑞), 𝐶𝑘 (𝑞)).

Answer-level compliance semantics and abstention. For scoring,
FBD assumes an audit specification that maps each probe 𝑞 to a
target revoked fact 𝑓 (𝑞) (constructed during ForgetSet design and
held constant across states), as is standard in benchmark-style
evaluation. Answer-level checks whether the answer discloses the
revoked fact 𝑓 (𝑞):

𝐿𝑒𝑎𝑘ans (𝑞) = 𝐷 (𝐴𝑘 (𝑞), 𝑓 (𝑞)) ,
where 𝐷 (·) is a disclosure detector held constant across
PRE/POST/FILT. Under the default fact-level non-disclosure policy,
any disclosure of 𝑓 (𝑞) is a violation even if other allowed evidence
could support it. For deployments that enforce only record-scoped

policy, FBD can additionally report an unsupported-sensitive-claim

variant (flagging disclosure only when not supported by allowed
evidence), but these are reported as distinct policy semantics.

To avoid “safety-by-refusal,” FBD detects abstention before claim
scoring (hard sentinels vs. soft refusals) and reports explicit de-
nominators: 𝑁total, 𝑁¬abst, and 𝑁cite (citation-based diagnostics only
when 𝐶𝑘 (𝑞) ≠ ∅).

5.2 Audit states and interventions: PRE, POST,

FILT

Why multiple states? Selective forgetting is most interpretable
only when we can compare behaviour before and after an admissi-
bility boundary change. FBD therefore evaluates the same queries
across three operational states that differ only in how revoked
records 𝑇 docid

𝐹
are treated. All other components (retriever con-

figuration, generator parameters, prompts, and scoring) remain
fixed, and all states start from the same base corpus snapshot; POST
applies the operator’s policy update to that snapshot (e.g., dele-
tion/ACL/retention), so the served corpus may differ only where
policy requires.

PRE (baseline). PRE is the deployment before the specific admis-

sibility boundary change under audit; some records may already
be non-permitted for other reasons, but the targets in 𝑇 docid

𝐹
are

treated as permitted in PRE (i.e., not yet revoked for this audit). This
state establishes how the system behaved before the revocation and
provides the baseline for leakage and utility.

POST (hard deletion + re-index). All revoked records are removed
from the corpus, and the index is rebuilt. POST tests whether the
system can still reconstruct or restate the forbidden fact even when
the supporting record is gone.

FILT (retrieval-time filtering + rank filling). The index is left un-
touched, but revoked records are removed at serving time. Any hit
whose canonical docid∈ 𝑇 docid

𝐹
is suppressed at serving time by an

admissibility boundary filter. If the deployment supports determin-
istic rank-filling, the next permitted candidates are promoted until
𝑘 items are served; otherwise, the system may return fewer than 𝑘 ,
and the audit records the shortfall. This often exposes rank substi-
tution, where weaker evidence is promoted, potentially degrading
answer quality.

Why POST and FILT behave differently. Both states can produce
“clean” retrieval traces, but for different reasons and with different
implications for what the generator will say. POST reveals whether
the generator still leaks despite true deletion (e.g., via parametric
memory or reconstruction). FILT reveals immediate enforcement
effects without re-indexing and shows how retrieval gaps affect util-
ity. Comparing all three states disentangles retrieval-level failures,
generator-level failures, and mechanical side-effects of filtering.

5.3 Metrics and reporting conventions

A core claim of this perspective is that selective forgetting in RAG
cannot be certified by a single “leakage rate” or a single refusal
score. Accordingly, we discuss that compliance evaluation should
report two-level audit metrics jointly, with explicit accounting
for abstention and observability. We organise the audit along four
dimensions derived from the requirements above: exposure (what
forbidden records are still surfaced), disclosure (what forbidden
facts are still stated), selectivity (what lawful utility is retained),
and attribution/observability (whether the system’s justifications
remain inspectable and supporting). The metrics below are grouped
accordingly.
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Exposure (record-level) vs. Disclosure (fact-scoped). Selective for-
getting interventions are typically record-level (e.g., making a docid
non-permitted under the current admissibility boundary), while
policy violations are fact-scoped (what the model confirms or recon-
structs). We therefore separate retrieval exposure metrics (retrieval-
level) from answer disclosure metrics (answer-level), and interpret
their gap as the audit signal: “clean retrieval, dirty answer” is not
noise but a distinct failure mode that retrieval-only audits cannot
detect.

Permitted utility vs. collateral damage (the selectivity trade-off).

Compliance is not achieved by blanket refusal or aggressive filter-
ing. We propose that audits report the delta between permitted

utility and collateral damage: utility on matched lawful work-
loads (KeepClean) alongside retention loss and substitution effects
induced by interventions. This ensures that apparent compliance is
not merely the artefact of suppressing large regions of the result
space.

Attribution integrity (support) vs. misleading attribution. RAG
adds a governance risk absent in traditional retrieval: the sys-
tem may disclose a restricted fact while citing permitted but non-
supporting evidence (misleading attribution). We therefore treat
citation/grounding metrics as a distinct class, and we report them
with explicit CiteCov3 gating because citation-bearing outputs
may collapse under strict interventions. When citations are absent,
the audit defaults to disclosure and abstention signals, rather than
silently treating citation-based checks as comprehensive.

Reporting conventions (denominators, abstention, and actionabil-

ity). To make comparisons meaningful across PRE/POST/FILT, we
report level-specific outcomes together (exposure, disclosure, ab-
stention, misleading-attribution/support, and utility) and make de-
nominators explicit. Unless stated otherwise, citation-dependent
metrics are computed on the citation-bearing, non-abstaining sub-
set, and we report CiteCov and 𝑁cite so exclusions are transparent.
AR-ES is instantiated with the neutral evidence-swap only. Inspired
by prior work, two-level audit metrics summarised for the FBD

audit are presented in Tables 3 and 4. Finally, abstention is not
success: interpret Leak@kans only jointly with Abstain𝐹 /Abstain𝐾
and KeepClean utility (optionally Leak@kans |¬𝑎𝑏𝑠𝑡 ).

FBD report card (multi-objective reporting). We operationalise
FBD as amulti-objective report card per audit state: (i) disclosure risk
on ForgetSet (Leak@𝑘ans), (ii) lawful utility on KeepClean (MRR@𝑘 +
substitution penalty 𝑆𝑅MRR), and (iii) abstention behaviour, reported
separately on ForgetSet (preferred when support is missing) vs.
KeepClean (collateral refusal). FBD is a reporting specification rather
than a theorem-backed certification framework. Formal analysis of
metric properties, including sensitivity to detector thresholds and
invariance under equivalent evidence substitutions, is an important
direction for future work.

Learned evaluators (frozen thresholds). Using an off-the-shelf NLI
verifier (RoBERTa-large NLI), we score entailment between claims
and allowed evidence, with a threshold 𝜏=0.80 set a priori and held
constant across PRE/POST/FILT to avoid evaluation drift.
3We define CiteCov as the fraction of non-abstaining outputs that include at least one
machine-parsable citation (i.e., 𝑁cite/𝑁¬abst).

Table 3: Retrieval-level audit metrics.

Metric (formula) Brief definition / interpretation

Retrieval exposure (Leak@kret) [78]

Leak@𝑘ret =
1

|Q𝐹 |
∑︁

𝑞∈Q𝐹
ExpRet(𝑞)

Rate at which served top-𝑘 evidence
contains any revoked record handle for a
ForgetSet query.

Shortfall rate (SF@k; filtering)

SF@𝑘 =
1
|Q|

∑︁
𝑞∈Q

Short(𝑞)
How often the filter cannot (or does not)
return 𝑘 allowed items (returns fewer
than 𝑘).

Keep utility & substitution penalty

(MRR@k / Recall@k; SR) [61]

SR𝑀 (𝐼 ) = 1 −
𝑀 (Q𝐾 | 𝐼 )
𝑀 (Q𝐾 | PRE)

Lawful utility on KeepClean plus the
relative change vs. PRE under
intervention 𝐼 ∈ {POST, FILT}.

Absolute utility change (ΔMRR /

ΔRecall)

Δ𝑀 (𝐼 ) =𝑀 (Q𝐾 | 𝐼 ) −𝑀 (Q𝐾 | PRE)
Signed change in lawful retrieval utility
on KeepClean vs. PRE.

Harm-weighted exposure (HWE)

HWE(𝑍 ) =
∑
𝑞 𝑤 (𝑞) 𝑍 (𝑞)∑
𝑞 𝑤 (𝑞)

Severity-weighted average of an indicator
𝑍 (𝑞) (e.g., retrieval exposure or answer
leakage).

Note: Where ExpRet(𝑞) :=I[𝑅𝑘 (𝑞) ∩𝑇 docid
𝐹

≠ ∅] and Short(𝑞) :=I[ |𝑅filter
𝑘

(𝑞) | < 𝑘 ].

5.4 Case Study: Operationalising the FBD Audit

To show that FBD is practical and fully checkable, we instantiate
the audit using FEVER claims over a Wikipedia snapshot.4 The
aim is not to introduce a new dataset, but to demonstrate how
a selective-forgetting audit can be run end-to-end with record-

level revocation and fact-level non-disclosure, while tracking
collateral utility on matched lawful queries.

A compliance-aware benchmark must jointly assess suppres-
sion of revoked records/facts and utility on similar lawful con-
tent. Our construction enforces: stable, auditable record identi-
fiers (docid); explicit evidence bundles for citation checks and
misleading-attribution detection; matched lawful controls; scale
and diversity; reproducibility via qids reused across all audit
states. Standard QA datasets (e.g., NQ [55], HotpotQA [104]) gen-
erally lack stable record handles and therefore cannot support
retrieval-exposure auditing without extra instrumentation.

Each FEVER claim 𝑞 is mapped to a target fact 𝑓 (𝑞) and a canon-
ical Wikipedia page with a stable external docid. Real deployments
often involve aliases, redirects, or section-level remnants, so we
define a target closure:

Cl(𝑡) = {𝑡} ∪ Redirect(𝑡) ∪ Alias(𝑡),
and perform all exposure/disclosure checks against Cl(𝑡) rather
than 𝑡 alone. This yields a revoked-record set 𝑇 docid

𝐹
and three

query lists: the ForgetSet Q𝐹 , the KeepSet Q𝐾 , and an optional
person-centric slice Qperson

𝐾
. To avoid treating mandated deletions

as “utility loss,” Keep-side scoring uses a KeepClean subset that
excludes any page overlapping with 𝑇 docid

𝐹
.

We run all PRE-evaluable queries under PRE, apply the forget-
ting intervention (POST or FILT), then re-run the same qids under
4We use FEVER because it provides stable page identifiers, explicit evidence bundles,
and enough scale to support reproducible audits.
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Table 4: Answer-level audit metrics and reporting gates.

Metric (formula) Brief definition / interpretation

Answer leakage (Leak@kans) [82]
Leak@𝑘ans =

1
| Q𝐹 |

∑︁
𝑞∈Q𝐹

Leak(𝑞) Rate at which the generated answer
discloses the revoked fact for ForgetSet
queries.

Citation-based attribution mismatch

(ALRcite@𝑘) [49, 76]
ALRcite@𝑘 =

1
| Q𝐹 |

∑︁
𝑞∈Q𝐹

I[Leak(𝑞) ∧

Cite(𝑞) ∧ ¬CitedForbidden(𝑞) ]

Proxy for misleading attribution: leakage
occurs, and citations are present, but no
forbidden handle is cited.

Cite-to-Support Ratio (CSR) [32]
CSR(𝑞) = 1

|𝑎 (𝑞) |
∑︁
𝑖

Supp(𝑞, 𝑖 ) Fraction of atomic answer claims
supported (strict NLI) by the cited
passages; report Macro-CSR over
citation-bearing outputs.

Unsupported Sensitive Claim Rate

(USCR) [18]
USCR =

1
| Q𝐹 |

∑︁
𝑞∈Q𝐹

I[Leak(𝑞) ∧

¬AllowedSupport(𝑞) ]

Revoked fact stated without allowed,
supporting citations (as defined by
AllowedSupport).

Citation-robust USCR
∗

USCR∗ =
1

| Q𝐹 |
∑︁
𝑞∈Q𝐹

I[Leak(𝑞) ∧

¬AllowedSupport∗ (𝑞) ]

USCR variant that tests support using
served allowed context even when
citations are absent (robust to CiteCov
collapse).

Evidence-swap diagnostic (AR-ES) [79]
AR-ES =
1

| Q′ |
∑︁
𝑞∈Q′

(
1 − Eq(𝐴base (𝑞), 𝐴neu (𝑞) )

) Evidence sensitivity: how often the answer
changes when only the allowed evidence
bundle is swapped to a neutral allowed
bundle.

Accounting & gating

Report 𝑁total, 𝑁¬abst, 𝑁cite ,
CiteCov= 𝑁cite/𝑁¬abst

Make denominators explicit; compute
citation-dependent metrics only on 𝑁cite
to avoid hidden exclusions.

Note: Where Cite(𝑞) = I[¬abstain(𝑞) ∧ |𝐶𝑘 (𝑞) | > 0] and
CitedForbidden(𝑞) = I[ |𝐶𝑘 (𝑞) ∩𝑇 docid

𝐹 | ≠ 0].

the post state. This pairing prevents evaluability drift.5 retrieval-
level (retrieval-only) logs served lists and measures (i) exposure
on revoked queries and (ii) retrieval utility on lawful controls, in-
cluding rank-substitution effects. Answer-level (end-to-end RAG)
checks (i) whether the answer still states 𝑓 (𝑞) and (ii) abstention
rates. When citations are present, we additionally score misleading
attribution (forbidden disclosure supported only by allowed but
non-entailing evidence), with explicit citation coverage (CiteCov).

We use standard retrieval and an instruction-tuned gen-
erator that cites evidence when possible and abstains with
INSUFFICIENT_EVIDENCE when no allowed support exists. No
component is fine-tuned on FEVER, so differences across
PRE/POST/FILT reflect the forgetting intervention rather thanmem-
orised instances.

6 The FBD Audit Report Card

To illustrate how FBD turns compliance under dynamic non-

disclosure obligations into an observable outcome, we apply the
audit to a simple, fully reproducible stack: a BM25 retriever feeding
5Sanity checks ensure that revoked docids are present in PRE, absent in POST after
deletion, and removed only by filtering in FILT. All runs use the same corpus snapshot,
𝑘=10, prompts, and identical decoding; full traces are released.

a LLaMA-3-8B-Instruct generator. All results use the same query
IDs, prompts, and decoding across PRE/POST/FILT (Section 5), so
differences reflect the forgetting intervention rather than evaluabil-
ity drift. The goal here is not empirical coverage, but to show what
the audit reveals and how its reporting panel captures trade-offs
that are otherwise invisible. This case study is therefore best under-
stood as a reference instantiation, not a comprehensive benchmark
across RAG architectures. The numerical values in Table 5 should
therefore be read as illustrative outputs of the audit protocol, not as
stable effect sizes that will necessarily transfer unchanged across
retrievers, generators, or deployment archetypes. We intentionally
use a single, simple public stack to maximise reproducibility and
isolate the audit protocol itself. A broader empirical study spanning
multiple retrievers, generators, and deployment archetypes is an
important direction for follow-up work.

The FBD report card. FBD summarises each audit state using a
compact, multi-objective report card:

ReportCard(𝑆) = ⟨Leak@𝑘ans (𝑆), MRR@𝑘 (𝑆), SRMRR

(𝑆), Abstain(𝑆), CiteCov(𝑆)⟩,
where 𝑆 ∈ {PRE, POST, FILT}. These five numbers expose the core
compliance trade-space: how much leakage remains, how much law-

ful utility is lost, how often the system refuses, and how observable

attribution remains after forgetting interventions are applied.
Table 5 shows the report card for our reference instantiation.

Leak@ans is computed over 1,000 revoked probes (abstentions
count as non-leaks). Utility is measured over 8,268 KeepClean con-
trols. SRMRR reflects the relative MRR change versus PRE. Three
observations illustrate why selective forgetting must be audited,
not assumed:

(1) Hard deletion (POST) reduces answer leakage. Leakage
falls from 17% to 0.5%, showing that applying the record-level pol-
icy update (deletion + re-indexing) can drive end-to-end answer

disclosure close to zero in the reference stack. Lawful retrieval util-
ity on KeepClean remains stable. Abstention more than doubles
(12%→ 26.5%), indicating substantially more refusal behaviour—an
important dynamic that a leakage-only score can miss.

(2) Retrieval-time filtering (FILT) achieves similar disclo-

sure reduction, but at a high utility cost. Leakage remains low
(1.0%), but SRMRR=22.7% reveals substantial rank substitution: re-
moving revoked records at serving time promotes weaker allowed
candidates, degrading retrieval utility on lawful KeepClean queries.

(3) Attribution observability drops after the policy update.

CiteCov drops from 64% to 8–9.5%. With citations nearly absent,
citation-dependent diagnostics (e.g., CSR, ALRcite) become unrepre-
sentative of the hard regime. This motivates support-based checks
(USCR / USCR∗) that remain operational even when 𝐶𝑘 (𝑞) = ∅.

Why attribution must check support, not citation presence. We
define misleading attribution as the case where the model states a
forbidden claim but “justifies” it using only allowed non-supporting

evidence. Because citations nearly vanish after revocation, attri-
bution diagnostics must remain operational even when 𝐶𝑘 (𝑞) = ∅.
USCR∗ fills this gap by checking whether the served allowed con-
text actually supports the claim, enabling detection of citation-free
unsupported disclosure.
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Table 5: Canonical FBD report card for PRE/POST/FILT. CIs

are Wilson 95% for proportions. Values are in %.

Metric PRE POST FILT

Leak@10ans% 17.0 [14.7, 19.7] 0.5 [0.2, 1.4] 1.0 [0.5, 2.0]
Abstention% 12.0 [10.2, 14.1] 26.5 [24.0, 29.2] 27.0 [24.5, 29.8]
CiteCov% 64.0 [61.0, 66.8] 8.0 [6.5, 9.9] 9.5 [7.9, 11.4]
MRR@10 (KeepClean) 52.3 52.7 40.4
SRMRR% – −0.75 22.7

A concrete example. In POST, a query like “Where was [ENTITY]
born?” may retrieve only allowed pages, yet the system still answers
with the revoked birthplace. With no citations present, citation-
based metrics cannot detect the failure; USCR∗ correctly flags the
unsupported disclosure. This illustrates the record–fact mismatch:
retrieval may look clean, but the answer may still leak.

For compliance-sensitive deployments, we recommend two op-
tional additions: (i) harm-weighted exposure (HWE) to reweight
leakage by severity; and (ii) evidence-sensitivity checks (AR-ES) to
test whether the model’s answers depend appropriately on allowed
context. These fit naturally into the FBD report-card philosophy
without increasing complexity. Overall, this case study shows how
FBD turns selective forgetting into an auditable, multi-objective
evaluation problem—revealing leakage, abstention, utility drift, and
attribution robustness in a unified, deployment-facing panel.

7 Practical deployable adoption gates

We propose three “adoption gates” aligned with FBD. Each captures
a compliance channel and helps ensure that safety does not come
at the cost of degradation.
(1) Retrieval-level exposure. Log retrieval traces and require

zero exposure of revoked docids at the declared cutoff before

downstream generation is enabled. At the same time, report
retrieval utility on KeepClean so that “safety by degradation”
cannot masquerade as compliance.

(2) Answer-level disclosure/abstention. Even if the retrieval-
level is clean, the system must show low (near-zero) answer-
level disclosure on the ForgetSet and calibrated abstention (e.g.,
INSUFFICIENT_EVIDENCE) when the forbidden fact cannot be
stated. This serves as the end-to-end compliance check.

(3) Denominator-aware attribution. Report 𝑁total, 𝑁¬abst, 𝑁cite,
and CiteCov. Treat citation-dependent diagnostics as non-
actionable when citation coverage is low, ensuring that mislead-
ing attribution is evaluated only when evidence is available.
To make selective forgetting certifiable in the deployed RAG,

we highlight three priorities: state-aware benchmarks with sta-
ble revocation identifiers and matched lawful controls; citation-
and admissibility-aware generation that prefers abstention over
reconstruction when admissible support is missing; and standard-

ised audit reporting (two channels + denominators + citation
coverage) so compliance claims are comparable across architec-
tures. We also detail a checklist.
• Operational states: Define PRE/POST/FILT and keep all other
settings fixed.

• Query splits & admissibility: Specify ForgetSet/KeepSet/Keep-
Clean, their sizes, and evaluability criteria.
• Denominators: Report 𝑁total, 𝑁¬abst, 𝑁cite, and CiteCov; state
the denominator for every metric.
• Trace logging: Log 𝑅𝑘 (𝑞), all outputs, abstention flags, and
parsed citations.
• Revocation resolution: Document canonical-page and
alias/redirect rules; report an alias/redirect leakage slice.
• Metrics: Report retrieval exposure (Leak@ret), KeepClean utility,
answer leakage (Leak@ans), abstention, citation coverage, CSR/ALR,
and a citation-robust unsupported-disclosure signal.
• Utility accounting: Report rank-substitution penalties on
KeepClean (e.g., ΔMRR) and separate abstention-driven loss from
ranking-driven loss.
• Red-team probes: Include at least one attribution-mismatch
probe and one robustness (evidence-swap or citation-drop) probe.
• Auditor sanity: Validate detectors on a small labelled slice;
report precision-first error rates and threshold sensitivity.

8 Conclusion

Selective forgetting in RAG is no longer a hypothetical challenge—it
is a deployment requirement. As organisations face shifting privacy
obligations, evolving access controls, and safety-critical update
pressures, the community needs auditing tools that measure what
deployed systems actually disclose, not what static benchmarks as-
sume. This Perspective argues that forgetting must be treated as an
auditing problem, not an implementation detail: compliance lives in
the observable behaviour of retrieval traces, citations, and answers.

FBD provides a practical way forward. By fixing the admissibility
boundary, running paired states, and separately auditing exposure,
disclosure, abstention, and attribution, FBD makes compliance fail-
ures visible and utility trade-offs measurable. Its black-box nature
allows evaluation without access to internal model artefacts, en-
abling fair comparison across heterogeneous systems.

Deploying trustworthy RAG requires shared benchmarks with
stable revocation identifiers, generation policies that prefer absten-
tion over reconstruction when support is missing, and reporting
standards that make leakage and utility drift unambiguous. With
these ingredients, selective forgetting becomes auditable, providing
a step toward safe, accountable, and regulation-ready RAG systems.
We hope this Perspective helps broaden generative IR evaluation
so that it can better support real-world privacy, governance, and
security requirements.
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